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Industry-Leading Full Passwordless™ for Workforces

Overview
Authentication is in the midst of a myriad of pressures that require 
upscaling its role in security posture. Workforces are going hybrid or fully 
remote and bringing new requirements for self-service. Ransomware and 
phishing attacks are increasing; both of which can utilize authentication-
related misconfigurations or vulnerabilities to execute. Cyberinsurance 
premiums are mandating desktop MFA now due to these increased 
cybersecurity threats.

With Octopus Enterprise, you can now have one unified solution for 
end-to-end workforce passwordless authentication, meeting these 
requirements and eliminating these risks. End users can truly forget the 
password, but still retain access to all resources that they currently use 
from desktop to cloud solutions. The solution’s patented automated 
password rotation enables unencumbered authentication regardless of 
the complexity of your enterprise environment.

The Benefits of Octopus Full Passwordless
Unlike solutions like Windows Hello for Business and Apple’s TouchID 
which simply mask the password but require users to remember it on 
cold re-boots of the machine, Octopus Enterprise creates more than a 
“passwordless experience” and creates a “Full Passwordless” solution 
where end users never have to remember a password. Organizations 
today have Macs, Linux servers, cloud apps, mobile apps, VDI and several 
versions of VPNs. Use Octopus Enterprise to have passwordless support 
for this wide diversity of resources and infrastructure as opposed to being 
locked down with one incomplete approach from a hardware vendor of 
choice.

Key Benefits

 Q Best-in-class passwordless MFA for all enterprise use cases

 Q Improved MFA security with more frictionless experience

 Q Eliminates risk from ransomware brute force RDP attacks and phishing

 Q Elimination of password reset and associated help desk costs

 Q Removes the desktop MFA gap, increasing authentication security

 Q Robust on-premises legacy application support

DaTa SheeT

award Winning 
Passwordless 
authentication
With Octopus Enterprise, enabling 
passwordless for difficult enterprise use 
cases will no longer be an issue. Whether 
in AD, Azure AD, Okta, Google or other 
LDAP-based directories, Octopus can 
securely enroll your employee, contractor 
or partner and begin enabling password 
free authentication quickly. In addition 
to being selected as a Gartner Cool 
Vendor, Octopus Enterprise won Best-
in-Class Solution in the most thorough 
review of workforce passwordless 
products in 2021 as executed by the AITE 
Group.
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AUTOMATEd 
PASSwORd ROTATION

Our unique, patented 
ability to rotate a 

user’s password at a 
configurable frequency

“PASSwORd FREE”
An interim mode of operation that 

eases the transition to 
Full Passwordless™ mode

SECRET 
ShARING

A quantum computing secure 
way of communicating the 

rotated password to an end 
user’s smartphone device

wINdOwS ANd MAC 
dESkTOP MFA

Including offline authentication 
support

FIdO2 
CERTIFICATION
Works with any 

FIDO2- certified key for 
authentication into most 

mobile supported use cases, 
including Windows desktop

PASSwORdlESS 
RdP

And ssh for privilege user 
identity protection

OCTOPUS 
AUThENTICATOR
A comprehensive 

authenticator offering a 
unified experience for end 

users across all access 
scenarios

how It Works
Double Octopus also uniquely supports passwordless access 
to legacy on-premises applications. Double Octopus achieves 
this through its unique architecture that doesn’t deprecate a 
password from your directory as other FIDO-certified solutions 
do, but constantly rotates it similar to leading Privileged Access 
Management solutions. This provides the maximum coverage 
for enterprise use cases your employees need such as Mac 
desktop MFA when using FileVault, FIDO key support for VPNs 
and other unique features Octopus Enterprise supports. For a 
full examination of your requirements and Octopus features, 
request a demo.

Pricing
Octopus Enterprise is licensed on a per user per month basis, 
and is subject to volume-based and multi-year discounts. 
Options exist as well to incrementally work your way up to a 
full passwordless deployment by starting with Octopus Starter 
or Octopus Pro, our traditional MFA offerings built on the same 
architecture and components used by Octopus Enterprise.

For sales inquiries, please email sales@doubleoctopus.com

US headquarters
540 Cowper Street, Ste 200
Palo Alto, CA 94301

International hQ
97 Rokach Blvd
Tel Aviv 6902068, Israel

about Secret Double Octopus
Secret Double Octopus is the global leader in next generation workforce authentication solutions. Its industry-leading Octopus platform offers mid-
market to Fortune 100 enterprises the ability to progressively move to a higher security, more frictionless authentication – from MFA to end-to-end, 
unified passwordless authentication. From leveraging existing MFA authenticators to supporting legacy on premise applications, no other desktop 
MFA and enterprise passwordless platform offers as much robustness and flexibility as the Octopus solution. The company has been designated a 
Gartner “Cool Vendor” and more recently named “Best-in-Class“ passwordless solution by AITE Group in 2021. Learn more at doubleoctopus.com.
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